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dnla for 1995. Ihei-e were I.OS2 estahli\hinen~s iii  lhis caregory lhal operated for the entii-e year.'"' Of 
these. 9S7 had employment of under 500. and 52 establishments had employment of 500 to 999. 

I S3. Elec~ir-onic Cupui~iror Mimr!Jucirrring. These establishmen~s mnnufact ui-e "elecli-onic 
..?'I fixed and vai-iable capacitors and condensers. The SBA has developed a sinnll business size standard 

for this category of manufacturing: thal size standard is 500 or fewer employees."' According to Census 
Bureau data for 1997. there were 125 establishments in this category that opei-ated for the entire year."' 
Of these. 121 had employinenl of undei~ ZOO. and four establishments had employment of 500 to 999. 

154. Elr(.irorii(.  Rc,risror Murii&i~ir~r;ri~. These establishments manufactui-e "elecu-onic 
resistors. such a s  fixed and vel-iahle resistoi-s. resistor netwoi-ks. thermistors. and \;ni-istoi-s."J'4 The SBA 
has developed a sinall b u s i n e ~ s  size scnndard foi- this category of manufacturing: that size standard is 500 
01- fewei-  employee^.'"^ Accoi-ding to Census Bureau data for 1997, there were 1 18 eslablishments in this 
category that operaled for the entire yeai-.a'" Of Ihese. 1 13 had employinenl of under 500. and 5 
establishments had employment of 500 to 999. 

15.5. €lwiroii i( .  Co;l, Trcmloriwi-. r r r i d  OiArr- Iiidrrcror Mui~rIfrirmi-irig. These est:iblishmsntc 
manufacture "electronic inductors. such as coils and transfoi-iners."'" The  SBA has developed a small 
business size slandard for this category of manufacturing: that size standard is 500 or fewer employees.4'8 
According to Census Bureau data foi- 1995. there wei-e 448 establishments iii  t h i b  catee,ory thal opei-ated 
foi- the entire year."' Of these. 446 had employment of under 500, and two establishments had 
employment of 500 to 999. 

156. Elrc.rroi7ic. C 0 1 1 r 1 0 ~ ~ ~ 1 ~ r -  Murii!/ui.iiir-iiig. These establishinents innnufacture "elecli-onic 
coiiiiec~ors. such as coaxial. cylindrical. rack and panel. pin and sleeve- pi-inted cii-cui1 and fiber optic.""" 
The SBA has developed a small business size standard for this categoi-y of manufacturing: that size 
standard is SO0 or fewei- employees.'"' Accol-ding to Census Bureau data for 1997. the]-e were 347 

US. Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. "Semiconductor and Related 410 

Device Manufacturing _" Table 4. NAlCS code 334413 (issued July 1999). 

4 1 1  US. Census Bureau. "2002 NAlCS Definitions: 334414 Electronic Capacitor Manufacturing" (Feb. 2004) 
<www.census.gov>. 

"' 13C.F.R. 5 121.201,NA1CScode334414. 

US. Census Bureau, 1997 Economic Census. Industry Series: Manufacturing. '*Electronic Capacitor 
Manufacturing." Table 4. NAlCS code 334414 (issued July 1999). 

'I4 US. Census Bureau, "2002 NAlCS Definitions: 334415 Electronic Resistor Manufacturing" (Feb. 2004) 
<www.census.gov>. 

'Is 13 C.F.R. p 121.201.NAlCS code 334415. 

'I6 US. Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. "Electronic Resistor 
Manufacturing." Table 4. NAlCS code 334415 (issued Aug. 1999). 

4 1 7  US. Census Bureau. "2002 NAlCS Definilions: 334416 Electronic Coil. Transformer. and Other Inductor 
Manufacturing" (Feb. 2004) <www.census.pvz. 

"' I3C.F.R. 6 121.201.NAICScode334416. 

413 

US. Censuh Bureau. I997 Economic Census. Industry Serieh: Manufacturing. "Electronic Coil. Transformer 

L1.S. Census Bureau. "200? NAlCS I~eSiiiitii~ii~: .3.344 17 EleL,trilnic Coniiectol~ 1 \4~11i i i l ,1 i . t~ i i~ in~"  iFeh. 20(13 I 

410 

and Other lnduclor Mrrnufbclurins." Tahle 4. NAlCS code .3?44th tirsued Aug. 199Y). 
I?ii 

<\~'a.\i.cen\iis.~o\'>. 
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estahlidinienls i n  lhis calegoi-1) tha t  operated fol- Ihe enlii-e yeai-.'" Of lhese. 332 had eniploynent of 
under 500. and 12 establishments had employment of 500 to 999. 

157. Prinrrd Cir-rrtir A.rsomh/\ (El?rrrofiir. As.scwb/y) Muni!fur.rirr-ing. These are 
establishments "primarily engaged in loading components onto printed circuit boards or who manufacture 
and ship loaded prinled circuit  board^."^" The  SBA has developed a small business size standard for this 
category of manufacturing: that size standai-d is 500 or fewer employees.'"' According to Census Bureau 
data foi- 1997. there were 714 ehlahlishments i n  this category that operated for Ihe enlire year."?' Ol these .  
673  had employment of undei- 500. and 24 establishments had employment of 500 to 999. 

1 58. Orher €/<,rnwi ic  Componm/ A.lurii!fur.rirr-iri,~. These are eslablishmenls "pi-imai-ily 
engaped i n  loading components onto pi-inted circuit boards o r  who manufacture and ship loaded pi-inted 
circuit boards.""'b The  SBA has developed a small business size standard foi- this category of 
manufacturing: !ha1 size standard is 500 or fewer employees."' According to Census Bureau data for 
1997. there were 1.835 establishments in this category that operated for  the entire year."' Of  these. 1.814 
had employment of under 500. and 18 establishments had employment of 500 to 999. 

' 

159. Cornpurer Sruruge Device Murtufat,/uring. These establishments manufacture "computer 
ctorase devices that allow the storage and iretrieval of  data from a phase change. magnetic. optical. or 
magnetic/optical The SBA has developed a small business size standai-d for this category of 
manufacturing; that size standal-d is I.000 01- fewei- employees."" According to Census Bureau data for 
1997. there were 209 establishments in this category that operated for the entire year.4" Of these. 197 
had employment of undei- 500. and eight establishments had employment of 500 to 999. 

D. Description of Projected Reporting, Recordkeeping and Other Compliance 
Requirements 

160. W e  are I-equirins telecollllnuliications carriers and providers of interconnected VOW 
service to collect certain information and take other actions to comply with OUI- rules regarding the use of 
CPNI. For example. carriers must have an officer, as an agent of the carrier, sign and file with t :. 
Commission a compliance certificate on an annual basis stating that the officer has personal k n o ~ l e d g e  

42' US. Census Bureau, 1997 Economic Census. Industry Series: Manufacturing, "Electronic Connector 
Manufacturing," Table 4, NAlCS code 334417 (issued July 1999). 

423 U.S. Census Bureau. "2002 NAlCS Definitions: 334418 Printed Circuit Assembly (Electronic Assembly) 
Manufacturing" (Feb. 2004) <www.census.gov>. 

424 13C.F.R. 5 121.201,NA1CScode3344l8 

4'5 U.S. Census Bureau, I997 Economic Census. Industry Series: Manufacturing. "Printed Circuit Assembly 
(Electronic Assembly) Manufacturing." Table 4. NAlCS code 3344 I 8  (issued Sept. 1999). 

426 U S .  Census Bureau. "2002 NAlCS Definitions: 3344 I9 Other Electronic Component Manufacturing" (Feb 
2004) <www.census.gov>. 

13C.F.R. 5 l21.201.NAICScode.134419 
U.S. Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. "Other Electronic Component 42s 

Manufacturing."Table 4. NAlCS code 334419 (issued Aug. 1999). 

U.S. Census Bureau. "2002 NAlCS Delinilion\: 334 I I? Conipuler Storage Device Manufacluring" (Feh. 21104) 4 3  

<www.census.:o\'>. 

l.7C.lz,R.$ 121 .~1 )1 .NAICSr~ode i ?4 I I ?  

L1.S. C'en~oz 13uw.;iu. I YYS E~xInilmic Crii\iis. Indu\~l-!, Serir,: ~ ~ ; i i l i i t . ; ~ ~ ~ ~ t ~ r i i l ~ .  "C-ompiiles SI OS:^^? Ilr\ ii.i 
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than design. standards: and (4) a n  sheniption from coverase of the rule. 01- any  pan thereof. for m a l l  
entities.'"' 

164. The notices invited comment 011 a numbel- of issues I-elated to small entities. Foi- 
example. {he Commission sough1 comnlen~ on the effect the various proposals described in [he EPIC 
CPNl Notice will have on small entities. and on what effect alternative rules would have on lhose 
entities."?' Additionally. the Commission invited comment on ways in which the Cornmission can 
achieve its soal of protecting consumers while at the same lime impose minimal burdens on small 
~elecoiiiinunications service providers.'" With respect to any of the Cornmission consumer protection 
iregulations already in place. the Commission sought comment on whether it has adopted any provisions 
for small entities that the Commission should similarly considel- in this proceeding? Specifically. it 
invited comnienl on whether !he problem idenlified by EPIC were better or worse at smaller carriers."" 
The Commission invited comment on njhether small carriers should be exempt from password-related 
security procedures to protect CPNI."' The Commission invited comment on the benefits and burdens of 
recording audit trails for the disclosure of CPNl on small carriers."' The Commission invited comment 
on whether requiring a small carrier to encrypt i ts  stored data would be unduly bui-densome."' The 
Comniission Aolicited coinnirnl 011 the cost to a midl cai-riel- of notifying 3 customer upon irelease of 
CPN1.4a9 The Commission sought comment on whether the Commission should amend its rules to 
require carriers lo file annual ceilifirnlions concernin? CPNl and whether this requirement should extend 
to only telecommunications can-iers that ai-e not small telephone companies as defined by the Small 
Business Administration. and whethel- small carriers should be subject to different CPNI-related 
obligations."' 

165. The Commission has considei-ed each of the alternatives desci-ihed above. and in today's 
Order. imposes minimal regulation on small entities to the extent consistent with its goal of ensuring that 
cariers and providers of inlerconnecced VoIP service protect against the unauthorized rele:!\e of CPNI. 
Specifically. the Commission extended the implementation date for the rules pertaining to online 
authentication by six months so that small businesses will have additional time to come into compliance 
with the Order's rules.451 

166. However, as stated above, we must assess the interests of small businesses in light of the 
overriding public interest of protecting against the unlawful release of CPNI. The Order discusses that 
CPNl is made up of very personal da~a .~"  Therefore, the Commission concluded that it was imponant for 
all telecommunications carriers and providers of interconnected VoIP service, including small businesses, 
to comply with the rules the Commission adopts in this Order six months after the Order's effective date 
or on receipt of OMB approval, as required by the Paperwork Reduction Act, whichever is later. For 

~~ 

M2 5 U.S.C. § 6 0 3 ~ ) .  

*" SeeNorice. 21 FCC Rcd at 1787-89. 1790-91. l793.paras. 1 1 .  12. 16. 18. 19.23.29.30. 

* See id. at 1793, para. 30. 

See id. at 1787-88. para. I I 

See id. at 1789. para. 16. 

04' See id. at 1790. para. 18. 

See id at 1790. para. 19. 

Sre id. a1 1791. para. 23. 

S w  id iit 17Y.i. parah. 2Y-.30. 
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Appendix D 

Initial Regulatory Flexibility Analysis 

168. As required by the Re_pulatory Flexibility Act of 1980. as amended (RFA).'" the 
Commission has prepared the present Initial Regulatory Flexibility Analysis (IRFA) of the possible 
significant economic impact on small entities that misht result from this Funhei- Notice. Wi-itten public 
comments ai-e requested on this IRFA. Comments inus1 be identified as responses to the IRFA and niust 
be filed by the deadlines foi- comments on the Further Notice pi-ovided above. The Commission will send 
a copy of the Further Notice. including this IRFA. to the Chief Counsel for Advocacy of the Small 
Business Adininisti-ation.'sh In addition. the Further Notice and the IRFA (or sunlmai-ies thereof) will be 
published in the Fedei-al 

A. 

169. 

Need for, and Objectives of. the Proposed Rules 

I n  the Furthei- Nolice. we seek comment on what steps the Commission should take. if 
any. to expand its CPNI rules fui-ther. and wliethei- it should expand the consumer pi-otections to ensui-e 
that customer information and CPNI are prolected in the context of mobile communications devices. In 
particular. we seek comment on whethei- the Commission should adopt any further carriel- requirements to 
protect CPNI. including passwoi-d pi-otection. audit ti-ails. physical secui-ity. nnd limits on data 

customer information on mobile equipment prior to refurbishing the equipment, and the extent to which 
can-iers enable customer5 to permanently erase their personal information prior to discai-din: the 
device.45' We also seek coniment on uhethei- the Commission should requiir cwi-iei-s 01- manufacturers to 
permanently erase. oi- allow customei-s to pennanently erase. customer information in such 
cii-curnstances. 
small carriers. associated wflith corresponding Commission rules irlated to each issue.4bi 

Funher. we seek comment on what methods can-iers cuirently use. if any. for erasing 

460 Foi- each of these issues. we seek comment on the burdens. inchdin? those placed on 

B. Legal Basis 

170. 
contained in sections 1,4(i), 4Q), and 222 of the Communications Act of 1934. as amended, 47 U.S.C. $5 
15 I ,  154( i)-(j), 222.  

C. 

The legal basis for any action that may be taken pursuant to this Fuither Notice is 

Description and Estimate of the Number of Small Entities to Which the Proposed 
Rules May Apply 

The RFA directs agencies to provide a description of and. where feasible, an estimate of 171. 
the number of small entities that may be affected by the proposed rules.46' The RFA generally defines the 

455 See 5 U.S.C. 8 603. The RFA. see 5 U.S.C. $5 601-12. has been amended by the Small Business Regulatory 
Enforcement Fairness Act of 1996(SBREFA).Pub.L. No. 104-121.TitleII. IlOSlat.  857(1996). 

456 See 5 U.S.C. 9: 603(a). 
"'See 5 U.S.C. S; 603(a). 

45tiSre Further Notice at paras. 68-70. 

S w  id. 31 pel-a.72. 

S P C  i d  

Src id. 31 paw\. 68-71. 

i L:.s.c. $k f , o ~ l l ~ ~ l ~ l . ~ ~ l ~ ~ l ~ l l l ~ , .  

45') 
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leriii "small entity" as havinf tliz s m e  meaning as  the term.; "small business." "small organization." and 
"small _povei-nmenial jui-isdiction."lo' In addition. the term "small business" l ias the same meaning as the 
term "small husiness concei-11'- under the Smal l  Business Act.'"' A s m a l l  hubiness concern is one which: 
( I )  is independently owned mid operated: ( 2 )  is not dominant i n  its field of operation: and ( 3 )  satisfies any 
additional ci-iteria established by the Small Business Administration (SBA).'" 

172. Siiiull Biisirw.sws. Nationwide. there are a total of approximately 22.4 million small 
businesses. according lo SBA d a d h h  

171. Siiiall 0rgmiircrrion.s. Nationwide. thei-e are approximately I .6 million small 
-167 oipanizations. 

174. Sriiull Goi~rrrirn~iiral Jurisdicrions. T h e  term "small governmental jurisdiction" is 
defined generally as "governments of cities. towns. townships. villages. school districts. 01- special 
districts, with a population of less than fifty thousand.'3bb Census Bureau data foi- 2002 indicate that there 
were 87.525 local governmental jurisdictions in the United States.4h9 W e  estimate that. of this total. 
84.377 entities were " smal l  govei-nniental jurisdictions.""" Thus. we estimate that niost governmental 
jurisdictions are small. 

1. Telecommunications Service Entities 

a. Wireline Carriers and Service Providers 

175. We h a w  included smal l  incumbent local exchange car-rim in this present RFA analysis. 
As noted above. a "small business" under the RFA is one that. irireraliu. meets the pertinent small 
business size standard (e.g.. a telephone communications business having 1 .SO0 01- fewer  employees). and 
"is not dominant in its field of opera~ion. ' "~  The SBA's  Office of Advocacy contends that. for RFA 
purposes, small incumbent local exchange carriers are not dominant in their field o f  operation because 
any such dominance is not "national" in scope.472 W e  have therefore included small incumbent local 

5 U.S.C. 5 601(6). 

4M 5 U.S.C. 5 601(3) (incorporating by reference the definition of "small business concern" in the Small Business 
Act, 15 U.S.C. 5 632). Pursuant to 5 U.S.C. 5 601(3). the statutory definition of a small business applies "unless an 
agency. after consultation with the Office of Advocacy of the Small Business Administration and afier opportunity 
for public comment. establishes one or more definitions of such terms which arc appropriate to the activities of the 
agency and publishes such definitions(s) in the Federal Register." 

4b5 IS U.S.C. $632. 

See SBA. Programs and Services. SBA Pamphlet No. CO-0028. at page 40 (July 2002). 466 

"' Independent Sector. The New Nonprofit Almanac & Desk Reference (2002) 

5 U.S.C. 5 601(5). 

U S .  Census Bureau. Statistical Abstract of the United States: 2006. Section 8. page 272. Table 415. 

We assume that the villages. school districts. and special districts are small. and total 48.558. See U.S. Census 470 

Bureau. Statistical Abstract o l ihe  United States: 2006. section 8. page 273. Table 417. For 2002. Census Bureau 
data indicate that the lotnl nuniher of counly. municipal. and iownship governments nationwide was 38.967. of 
which 35.819 were small. Id. 

a m  

I 5  U.S.C. 5 6.32 47  1 

-I-: Letter limn lere M'. Gli i \e i .  C'hiei 'C~~i~~iwl f i is  Advoi.;~~'!. 513.4. 10  Wil l i i ini  E. Krnniird. Chairman. FCC (Ma! 
27. 1999i. l h r  Snxlll 13u \ ine~~  At.1 ouiI;~iii> ii  delinili<vi (11  ' ~ ~ ~ i i ~ ~ l l - l ~ i ~ ~ ~ ~ i ~ ~ ~  ~ ~ 0 1 1 ~ ~ ~ r t i . ~ ~  \\ 1iii.h the RFA iiiL~iirpiii~iite\ 
in to  i t 5  o\wi delinilinn (11 '31ii:dI h i \ i i i r s ~ . ~ ~  S w  15 L1.S.C. t G L i ; i  1 ISmi i l l  Hii\iiirr\ AL.I I: 5 0.S.C. $ 6 0 l i 3 )  (RI-A). 
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Commission estimates that a l l  01- the majority of pi-epaid calling cat-d providers are small entities that may 
he affected hy OUI- aclion. 

184. NO0 und SOO-Likc Scn.icc. Sih.~crilx~r.s."~ Neither the Cominis\ion nor the SBA has 
developed a small business size standard specifically for 800 and 800-like service ("toll free") 
subscribers. The appropriate size standard under SBA rules is for the category Teleconiinuiiications 
Resellers. Under that size standard. such a business is small if it has 1.500 or fewer employees.49u The 
most ireliable source of infoi-mat ion trsardins the numbel- of these service subscribers appears to be data 
the Cointnissioti collects on the 800. 888. and 877 numbers in use.4u1 Accordin? to our data. at the end of 
January. 1999. the number of 800 numbers assigned w a b  7.092.955: the numbel- of 888 numbers assigned 
w a s  7.706393: and the number of 577 numbers assifned was I .946.538. We do not have data specifying 
the number of these subscribel-s that are not independently owned and opei-aced or have mol-e than 1 .SO0 
employees. and thus are unable at this time to estimate with ?reatel- pi-ecision the number of toll free 
subscribers that would qualify as small businesses under the SBA size standard. Consequently. we 
estimate that thei-e are 7.692.955 or  fewer small entity 800 subscribers: 7.706.393 or fewei- small entity 
888 subscribers: and 1.946.538 or fewer small entity 877 subscribel-s. 

b. lnternational Service Providers 

15.5. The Commission has not developed a smal l  business size standard specifically for 
providers of international service. The appropriate size standards under SBA rules are for the two broad 
census categories of "Satellite Telecommunications" and "Other Telecommunications." Under both 
categories. such a business i s  small if i t  has $125 million OI~ less in avei-age annual receipts. 492 

186. The first category of Satellite Telecommunications "compl-ises establishments primarily 
engaged in providing point-to-point telecommunications services to other establishments in the 
telecommunications and broadcastins industries by forwal-ding and !receiving communications signals via 
a system of satellites or reselling satellite  telecommunication^.'^^^^ For this category. Census Bui-eau data 
for 2002 show that there were a total of 371 firms that operated for the entire year.494 Of this total, 307 
firms had annual receipts of under $10 million, and 26 firms had receipts of $10 million to 
$24,999,999.495 Consequently. we estimate that the majority of Satellite Telecommunications firms are 
small entities that might he affected by our action. 

187. The second category of Other Telecommunications "comprises establishments primarily 
engaged in ( 1 )  providing specialized telecommunications applications, such as satellite tracking, 
communications telemetry, and radar station operations; or (2) providing satellite terminal stations and 
associated facilities operationally connected with one or more terrestrial communications systems and 

489 We include all toll-free number subscribers in this category. including those for 888 numbers. 

4w 13C.F.R. 5 121.201.NAlCS code517310(changed from513330inOct. 2002). 

See FCC. Common Carrier Bureau. Industry Analysis Division. Srud! 011 Telepholte Trends. Tables 21.2.2 I .3. 
and 21.4 (Feh. 1999). 

''' I3 C.F.R. b 121.201. NAlCS codes 5 I74 10 and 5 17910. 

U S  Census Bureau. ' W 0 2  NAICS Definitions: 5 I74  I(! Satellile Telecnmmunica~ions" (~~u'\~.cenhtls.eo\.. 403 

\'ihited Feb. 2(K)61. 

L1.S. Censw Bureau. 2 0 0 ?  I%w<~mic~ Crnhiih. Suhject Sei ics: l n l o r m ~ ~ i o ~ ~ .  "E~t;~hIirhmrnI and Firm Sire l , U  

~lncluding Legal F,vill 111 Org:~~'iz;~~ii,nl." 7;ihlr 1. NAICS t ~ ~ d r  5173 IO tirsclrd N o \ .  ?I!l)5J. 
.,,,i 

/,/. An :iddition;iI ? S  f i rm> lhiltl : I I I I ~ ~ I ; I ~  rrwipl\ oi 525 imilliiw O I  11101c'. 
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provision of to11 resale sei-vices. Of these. a n  estimated 747 have 1 .SO0 or f w e r  employees and 21 have 
mol-e than 1.500 employees. Consequently. ihe Commission estimates that ihe ma.iority of toll resellel-s 
are small entities that may he affected by our aclion 

180. Payhorte S m i w  Pro1kfrr.s (PSPs). Neither the Commission nor the SBA has 
developed 3 small business size standard specifically for payphone services providers. The appropriate 
size standard under SBA rules is for the category Wired Telecommunications Carriers. Undei- that size 
standai-d. such 3 business is m a l l  if i t  has 1.500 or fewer 
data."' 611 cai-rierc have reported that they ai-e sn?a?ed i n  the provision of payphone sei-vices. Of these. 
an estimated 609 have 1 .SO0 01- fewer employees and four have  more than I .5M) employees. 
Consequently. the Commission winiilles that the imjoi-ity of payphone service providers are small 
entities that may be affected by OUI- aclion. 

Accordin? IO Commission 

I8 I .  Intc.re.xr/iangr Currirrs (IXCx). Neither the Commission nor the SBA has developed a 
small business size standard specifically for providers of interexchange services. The appropi-iatr size 
standai-d under SBA rules is for the category Wired Telecommunications Carl-iers. Under that size 
standai-d. such n husiness is m a l l  if i t  has 1.500 or fewer employees. Accoi-ding to Commission 
data:" 316 carriers have reported that they ale engaged in the provision of interexchange service. Of 
these. a n  estimaled 292 have 1.500 or fewel- employees and 24 have more than I 300 employees. 
Consequently. the Commission estimates that the majoi-ity of lXCs are small entities that may bc .ffected 
by our action. 

4 S i  

182. Oprrrrrnr. Scvi,icr P ~ i . i d ~ r . ;  ( 0 S P . s ) .  Neithei- the Commission nor the SBA has developed 
a small business size standard specifically for operator service providers. The appi-opriate size standard 
under SBA rules is for the category Wired Telecommunications Carriers. Under that size standard. such a 
business is small if i t  has 1.500 01- fewei- employees.485 According to Commission data.4so 23 Carl-iers 
have reponed that they ai-e engaged i n  the provision of operator services. Of these. an estimated 20 have 
1,500 01- fewer employees and three have more than 1.500 employees. Consequently. the Commission 
estimates that the majority of OSPs are small entities that may be affected by nul- action. 

183. Prepaid Calling Card Providers. Neither the Commission nor the SBA has developed a 
small business size standard specifically for prepaid calling card providers. The appropriate size standard 
under SBA rules is for the category Telecommunications Resellers. Under that size standard, such a 
business is small if i t  has 1 .SO0 or fewer employees.487 According to Commission data,488 89 carriers 
have reponed that they are engaged in the provision of prepaid calling cards. Of these, 88 are estimated 
to have I,SOO or fewer employees and one has more than 1,500 employees. Consequently, the 

(...continued from previous page) 
480 "Trends in Telephone Service" at Table 5.3. 

13C.F.R. 5 121.201.NAlCS code517llO(changed from5133lOinOct. 2002). 

"Trends in Telephone Service" at Table 5.3. 

13 C.F.R. 5 121.201. NAICS code 5171 10 (changed from 5 13310 in Oct. 2002). 

"Trends in Telephone Service" at Tahle S..i. 

I3C.F.R. 5 121.201.NAlCS code5171 IOtchansed fi.oniSl.i310inOct. 1002). 

46? 

484 
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ihei-e were 1.397 fii-ms i n  th i '  c ; i ~ c p y  lhai operated foi- the entire yeai-."I" O f t h i s  total. 1.378 firms had 
employment of 999 01- fewei- employees. and 19 firms had employment of 1.000 employees or   no re.^"' 
Thus. under Ihib catesory :end size standard. the great niajoi-ity of firms can he considel-ed small. Also. 
:iccording io Commission data. 4.77 carriers reported that they were engaged in the provision of cellular 
service. Personal Communications Service (PCS). or Specialized Mobile Radio (SMR) Telephony 
services. which are placed logether i n  the data.'"' W e  have estimaled lhal 260 of these are small, under 
the SBA small husiness size s1andard.5"~ 

191. Coiinnoii Curriw Pqqing.  The  SBA has developed a sinall business size standard for 
wireless firms within the broad economic census ca~esory. "Cellulai- and Other Wireless 
Te leco~nm~i~ ica l ions .~~~~"  Under Ihis SBA category. a uireless business is small if i t  has 1.500 or fewer- 
employees. For  the census category of Paging. Census Bureau data for 2002 show that lhei-e were 807 
firms in this category that operated for the entire year?" Of this total. 804 firms had employment of 999 
or fewer employees. and three firms had employment of 1.000 employees or more."' Thus,  under this 
category and associated small business size standard. the majority of firms can be considered small. In 
the Papiny 77ifrd Rrporl orrd Ordrr. we developed a small husiness size standard for "small businesses'' 
and "1 ery small husinesse>" for purposes of de~ermining Iheir eligibility for hpecial pi-ovisions such as 
bidding credits and installment payments?" A "small business" is an enlily that, together with its 
affiliates and controlling pi-incipals. has average gross i-ewnues no1 exceeding $ 1  5 million for Ihe 
preceding three years. Additionally. a "very small husiness" is an entity that. together with its affiliates 
and controlliiig principals. has avelage gross revenues rhal are not mol-e than $3 million for the preceding 
three years.'I4 The SBA has approved these small business size standai-ds.'" An auction of Metropolitan 
Economic Area licenses commenced on Fehruary 24. 2000. and closed on Mal-ch 2. 2000."6 Of the 985 
licenses auctioned. 440 were sold. Fifty-seven companies claiming small business stalus won. Also. 
according lo Commission dala. 37.5 carriers repol-led that they wei-e engaged in the provision of paging 

U.S. Census Bureau. 2002 Economic Census. Subject Series: "Information." Table 5. Employment Size of Firms 

Id. The census data do not provide a more precise estimate of the number of firms that have employment of 

"Trends in Telephone Service" a! Table 5.3 

506 

for the United States: 2002. NAlCS code 5 I72 I 2  (issued November 2005). 

I .500 or fewer employees: the largest category provided is firms with "1000 employees or more." 
507 

508 

'On Id. 

13C.F.R. 5 121.201.NAICScode513322 (changed10517212 inOctober2002). 

5 1 1  U S .  Census Bureau. 2002 Economic Census. Subject Series: "Information." Table 5. Employment Size of Firms 
for the United States: 2002. NAlCS code 51721 1 (issued November 2005). 

5 1 2  Id. The census data do not provide a more precise estimate of the number of firms that have employment of 
I .500 or fewer employees: the largest category provided is firms with "1000 employees or more." 

'I'  Amendmen1 of Purr YO ofrlie Conniiissioii 's Rules IO Proo1,ide for  rlir Use of rhe 220.222 MHr Bund by rhe Privare 
h i i d  Mobile Radio S<,i-vici>. PR Docket No. 89-552. Third Report and Order and Fifth Notice of Proposed 
Rulemaking. 12 FCC Rcd 10943. 11068-70. paras. 291-295.62 FR 16004 (Apr. 3. 1997). 

Bureau. FCC. from A.  Alvarez. .4dminislraior. SBA (Dec. ?. 1998) lSBA Dec. 2 .  1998 Letter). 
See Letter to Amy Zoslov. Chief. Auclions and Industry Analysis Division. Wireless Telecommunications 511 

Ri,i. isioi~ of Porl 22 ~ i r r i l  POI-! YO 111v C o ~ ~ i m i . ~ s i o # ~  '.T RI I IPS  IO l ' iwi l i~( i~e Flrri~r, D ? I Y ~ I ~ I ~ I I ~ I ~ ~ I J I  (!fPo,yiirg S~.Yl<W!.s. < I \  

Memol-andunl Opininn nnd 01drl- cm Reznn\idel-;iliiiii and Third Rrlior~ and Order. I 4  FCC Rcd lO(l30. ~ ~ i l l i l s .  9% 
107 1 IYY91. 
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..I% capable of transmit tin^ telecolnliiullicntions to 01- rrceivine teleconiniuilicntions from salellite syslems. 
For th i s  calegory. Census Bui-rau data 1.or 2002 show that there were a lola1 of  332 firms lhat operated for 
Ihe enlire yeai-.'" Of this total. 259 fii-ms had annual receipts of undei- $10 million and 1.5 fii-ms had 
annual receipts of SI0 million to S24.999.999.4q' Consequently. we estimate that the majoi-ity of Other 
Telecommunications firms are small entities that might be affected by our action. 

C. Wire less  Telecommunicat ions  Service  P rov ide r s  

188. Below. for those service5 sub,jrct to auctions. we note that. as a general matter. the 
number of Miinnine bidders that qualify as small businesses at the close of an auction does not necessarily 
represenl the number of small h u s i n e s e s  curl-enlly in service. Also. the Commission does  no1 generally 
m c k  subsequent business size unless. in the context of assignments 01- transfers. unjust enrichmein issues 
are implicated. 

189. Wireless Seriice ProiY&i-.s. The  SBA has developed a small business size standard for 
wJireless firms within the Iwo broad economic census categories of Taging'4y'  and "Cellular and Other 
Wireless Teleconiinuilicatioli~. 
or fewer employees. For the census categoi-y of Paging. Census Bureau data for 2002 show that there 
were 807 firms in this category that operated for the entire year."' Of this total. 804 firms had 
employment of 999 or  fewer employees. and 1111-ee firms had employment of I .000 employees or more?"' 
Thus. under this category and associated small business size standard. the majority of firms can be 
considered small. For the census category of Cellular and Other Wireless Telecommunications, Census 
Bureau data for 2002  show that there we]-e 1.397 firms in this category that opei-ated for the entire years"' 
Of this total. 1.378 firms had employment of 999 01- fewer employees. and I9  firms had employment of 
1.000 employees or  more.So3 Thus. undei- this second category and size standard. the majority of fii-ms 
can. again. be considered small. 

. .Si l l  Under hoth SBA cateeories. a wireless husiness is small if i t  has 1 .ZOO 

190. Cellular. Licrwsrwx The SBA has developed a small business size standard for wireless 
firms within the broad economic census category "Cellular and Other Wireless Telecommunications."Sos 
Under this SBA category. a wireless business is small if it has  1,500 or fewer employees. For  the census 
category of Cellular and Other Wireless Telecommunications, Census Bureau data fo r  2002 show that 

'% U.S. Census Bureau. "2002 NAlCS Definitions: 517910 Other Telecommunications" (www.census.eov. visited 
Feb. 2006). 

(Including Legal Form of Organization)." Table 4. NAICS code 517910 (issued Nov. 2005). 
U S .  Census Bureau. 2002 Economic Census. Subject Series: Information. "Establishment and Firm Size 

Id. An additional 14 firms had annual receipts of $25 million or more. 

497 

499 13 C.F.R. 3 121.201,NAICScode513321 (changed1051721 I inOctober2002). 

Sw 13 C.F.R. 3 121.201, NAlCS code 513322 (changed lo 517212 inOctober2002). 

for the Uniled States: 2002. NAICS code 51721 I (issued November 2005). 
US. Census Bureau. 2002 Economic Census. Subject Series: "Information." Table 5. Employment Size of Firms 

Id. The census data do not provide a more precise estimate ofthe number of firms that have employment of 

U.S. C e n w  Bureau. 2002 Economic Census. SuhJect Series: "lnlhi-malion." Table 5. Employment Size of Firms 

I d  The cri isus dat;~  d o  1101 pro\,ide a ni,irr pi-ei.isr cstini:!le of the number 111 fi~nil> Ihiil h a \ c  rmplo!menl 111 

SO1 

SO? 

1.500 or fewer employees: the largesf category provided is firms with .'lm employees or more." 

lor  the United Slates: 2002. NAICS code 5 I72 I2  I issued November 2005) .  

5,Il 

iil, 

I .5OlI tir iewei employrez: llir l; iry\l r.;itegor! providrd is fir in^ n i th  "1l100 eniplci!rc\ or morr -. 
.,,. 

I.; C'.I;.l<. $ 121.?111.NAlCS L.c~dc51.?.;:? i c . l i : i i i y d  10517?12 i n  Oclohri 20112 
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small hu\iness entities in future auctioIh. the Comniis$ion has adopled a trio-tiel-ed ma11 business \ire 
standard i n  the ,Vurroidwud PCS Spmnd Rrplrl rrnd Ordw?”’ A “small business“ is an entity that. 
togethei- with affiliates and contl-olling interests. h a c  average gross revenues foi- tlie thi-ee pi-eceding yeai-s 
of not mol-e thaii $40 million. A “ w r y  vmll business” is ~111 entity that. together with affiliate!. and 
controlling interests. has avei-age 91-ass revenues for the three preceding years of not more than $1.5 
million. The SBA has approved these small business size standards.”’ In the futui-e. the Commission 
wil l  auction 359 licenses to serve Metropolitall Tradine Areas (MTAs) and 108 response channel licenses. 
There is also one megahertz of nan-oubnnd PCS spectrum that has been held in 1-eserve and that the 
Commission has 1101 yet decided to release for licensinp. The Commission c;innot pi-edict accurately the 
number of licenses that will be awarded to small entities in future auctions. However. four of the 16 
winning bidders i n  the two previous nari-owhnnd PCS auctions were small businesses. as that term was 
defined. The Commission assumes. foi- pui-poses of this analysis that a Iarse ponion of the remaining 
nai-rowhand PCS licenses will he awarded to small entities. The Commission also assumes that at least 
some small businesses will acquire narrowband PCS licenses by means of the Commission’s panitioning 
and disaggregation rules. 

I95 Riti-ul Rii,ii,)ii,li,/~/i,:ii,, .Si, i - i . i i .c Thr Commission has not adoptrd a size standard for 
small businesses specific to the Rural Radiotelephone 
Radiotelephone Service is the Basic Exchanze Telephone Radio System (BETRS).5” The Commission 
uses the SBA’s small business size standard applicable to “Cellular and Other Wireless 
Telecommunications.” ;.e.. an entity employing no more than I 500 pel-son ‘I There are approxiinately 
1.000 licensees in the Rural Radiotelephone Service. and the Commission estimates that there ai-e I .000 
or frwer small entity licensees in  the Rural Radiotelephone Service that inn!) he affected hv tlie I-ules and 
policies adopted herein. 

A significant subset of the Rural 

196. Air-Grmmd Rudiowlephun? Sw1.ic.e. The Commission has not adopted a small business 
size standard specific to the Air-GI-ound Radiotelephone Service?” We will use SBA‘s small business 
size standard applicable to “Cellular and Other Wireless Telecommunications.“ ;.e.. an entity employing 
no more than 1,500 persons.’” There ai-e approximately 100 licensees in the Air-Ground Radiotelephone 
Service, and we estimate that almost all of them qualify as small under the SBA small business size 
standard. 

197. Offshore Radiotelephone Servire. This service operates on several UHF television 
broadcast channels that are not used for television broadcasting in the coastal areas of states bordering the 
Gulf of Mexico.’” There are presently approximately 55 licensees in this service. We are unable to 
estimate at this time the number of licensees that would qualify as small under the SBA’s small business 

Ainendinenr of rhe Conmission’s Rules 10 Esrahlish New, Personal Coininunicarims Services. Narrow,band PCS, 521, 

Docket No. ET 92- 100. Docket No. PP 93-253. Second Repon and Order and Second Further Notice of Proposed 
Rulemaking. 15 FCC Rcd 10456.65 FR 35875 (June 6.2000). 

”’See SBA Dec. 2. I998 Letter. 

”‘ The service is defined in section 22.99 ofthe Commission’s Rules. 41 C.F.R. 4 22.99. 

’’’ BETRS i s  defined in sections 22.757 and 22.759 ofthe Commission’s Rules. 47 C.F.R. $4 22.757 and 22.759. 

I3C.F.R. 5 121.201.NAlCS ciideS17111. 

The hervice i s  defined i n  \ection ??.9Y oitlle Cimmi\sioi1.r Rules. 47 C.F.R. $ 22.99. 

1.3 C.I;.K. S 121.201. NAlCS ‘?der 517_112. 

“l, 

( i l  

‘;- 
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51; and messaging services: 
business size SI ndai-d.”‘ 

Of !how. we esiiniate that 370 are small.  under the SBA-approved small 

192. Wir-rles.~ T~dc,p/toriy. Wireless telephony includes cellular. personal communications 
services (PCS), and specialized mohile radio (SMR) telephony carriers. As noted earlier. the SBA has 
developed a small business size standard for “Cellular and Other Wireless Telecommunications” 
sei-vices?” Under that SBA small business size standard. a business is small if it has 1.S00 oi- fewer 
employees.’” Accoi-ding to Commission data. 445 carriers reported that they were engaged in the 
pi-ovision of wireless telephon! . 
business size standard. 

VI  We have estimated that 24.5 of these are small under the SBA small 

193. Broudhund Pcmoriul Cortiriirrriicul~orts Serr iw .  The broadband Personal 
Communications Service (PCS xpectrum is divided into six frequency blocks designated A through F. 
and the Commission has held ;Ioctions for each block. The Commission defined “small entity” for Blocks 
C and F as an entity that has average gross revenues of $40 million or less in the three previous calendar 
years.’” For Block F. an additional classification for “very small business’‘ was added and is defined as 
a n  rntity that. iogeihri- with its alfiliates. has avei-age gros5 revenues oCnot mol-c than $IS million fol-the 
preceding three calendar years.””.’ These standards defining ”small entity“ in the context of broadband 
PCS auctions have heen approved hy the SBA.524 No small husinesses. within the SBA-appi-oved small 
business size standards bid successfully for licenses in Blocks A and B. There were 90 winning bidders 
that qualified as small entities i n  the Block C auctions. A total of 93 small and very small business 
bidders won approximately 40 percent of the 1,479 licenses for Blocks D, E. and F?” On March 23, 
1999. the Commission re-nuctioned 347 C. D. E. and F Block licenses. There were 48 small business 
winning bidders. On January 26. 2001. the Commission completed the auction of 422 C and F 
Broadband PCS licenses in Auction No. 35. Of the 1.5 winning bidders i n  this auction. 29 qualified as 
“small” or “very small” businesses. Subsequent events. concerning Auction 3.5, including judicial and 
agency determinations. resulted in a total of 163 C and F Block licenses being available for grant. 

194. Narrowbond Personal Communications Services. To date. two auctions of narrowband 
personal communications services (PCS) licenses have been conducted. For purposes of the two auctions 
that have already been held, “small businesses” were entities with average gross revenues for the prior 
three calendar years of $40 million or less. Through these auctions, the Commission has awarded a total 
of 41 licenses, out of which 1 1  were obtained by small businesses. To ensure meaningful participation of 

‘‘Trends in Telephone Service“ at Table 5.3. 

Id. 

‘ I 9  13 C.F.R. $ 121.201. NAlCS code 513322 (changed to 517212 in October2002). 

Id. 

’’I “Trends in Telephone Service” at Table 5.3. 

”’See Amendment af Parrs 20 and 24 of the Contiiiissioit ‘s Rules - Broadband PCS Contperitive Bidding and the 
Commrrrial Mobile Radio Serike Specfruin Cap. WT Docket No. 96-59. Report and Order. 1 1  FCC Rcd 7824.61 
FR 33859 (July I .  1996) (PCS Order): see also 47 C.F.R. 5 24.720(b). 

’” See PCS Ordei-. I I FCC Rcd 7824. 

See. ’ . g . .  l i i i p / ~ ~ ~ i ~ e ~ ~ t ~ ~ r ~ ~ i i  iJjS<a-riiJ!r 3OY(jJ rhe C i ~ ~ i i ~ i i ~ ~ ~ ~ f c i ~ f ~ ~ ~ ~ ~ . ~  Acr - Coiiipeririw Bidding. PP Docket No. 93. 524 

253. Fifth Repon and Order. 9 FCC Rcd 

”’FCC News. Bri~adband PCS. D. E :ind F Bloch Aucliim Clmrh. Nc,. 7 17-14 trrl. J an .  13. 19Y7): s r c  a l s o  

.Sv,-i.i~.c.~ (PCSJ Li, WI.%K. \4’1 Ilo~.hci NL?. 95~82. Seiond I?rpoii :ind Oidri. I ?  I T C  I h d  164.76. 6 2  FR S5.34X tO~.i. 
2-1. IYYSI .  

2.59 FR 37566 tJu ly  22 .  1994). 
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wilh entities whose ?I-oss ai~i~ual  re\enues excrsd $2.50 million.”“ and thei-do!-e i s  unahle. at this time. to 
esiimatr murr accui-xely the number of cable system operatof-s lhal would qualify as small cable 
operators undei- the size standard contained in the Communications Act of 1934. 

201. 0 ~ ~ 1 7  V i d ~ o  S n - i ~ i c ~ . ~ .  Open Video Service (OVS) systems provide subsci-iption 
services.s45 The SBA has cleated a sinall husiness size standard for Cable and Other Program 
D i s t r i b ~ t i o n ? ~ ~  This scandal-d pi-ovides that a small entity is one with $12.5 million 01- less i n  annual 
receipts. The Commission hac ceilified approximately 25 OVS operatoi-s to serve 7.5 ai-eas. and some of 
these ai-e cui-rently providinz ~ei-vice.’~’ Affiliates of Residential Communications Network. Inc. (RCN) 
received spproval to operate OVS systems in New York City. Boston. Washington. D.C.. and other ai-eas. 
RCN has sufficient revenues to assure that they do not qualify as a small business entity. Little financial 
information i s  available lor the other emities that are authorized to provide OVS and we not ye1 
operational. Given that some entities authorized to provide OVS service have not yet begun to generate 
I-evenues. the Commission concludes that up to 24 OVS operators (those I-emaining) might qualify as 
small businesses Ihat may be affected by the rules and policies adopted herein. 

3. Internet Service Providers 

l n r e ~ ~ ? r  Scn’icr Proiiders. The SBA has developed a small business size standard for 202. 
Inlei-ne1 Service Providela (ISPs). ISPs “provide clients access to the Intei- ne^ and generally provide 
related services such as web hosting. web page designing. and hardware 01- software consulting related to 
Internet connectivity.”5JE Under the SBA size standard, such a business is small if i t  has average annual 
receipts of $21 million or less?4q According to Census Bureau data for 2002. there were 2529  firms in 
Ihis catesory that opei-atrd for the entire yea!-:’ Of these. 2.437 firins had a n n u a l  receipts of under $10 
million. and 47 firms had 1-eceiptb ofSl0 million 01- more but less then $25  million.”’ Consequently. we 
estimate that the majority of these firms are small entities that may he affected hy OUI- action. 

‘ 5 0  

203. Al l  Orhu ~ 1 l j i J ~ l ~ 7 O l i ~ l 1 7  5rriYre.Y. “This industry comprises establishments pl-imarily 
engaged in providing other information services (except new syndicates and libi-aries and archives).””’ 
The SBA has developed a small business size standard for this category; that size standard is $6 million 
or less in average annual receipts?” According to Census Bureau data for 1997. there were 195 firms in 

The Commission dues receive such information on a case-by-case basis if a cable operator appeals a local 544 

franchise authority‘s finding that the operator does not qualify as a small cable operator pursuant to 5 76.901(0 Of 
the Commission’s rules. See 47 C.F.R. 5 76.909lb). 

s4’See 47 U.S.C. 5 573. 

‘“13 C.F.R. S; 121.201.NAICScode513220(chan@ed 1051751OinOctober2002). 

s47 See chttp://www.fcc.gov/sb/ovs/csovscer.html~ (current as of March 2002). 

548 US. Census Bureau. “2002 NAlCS Definitions: 51 R I  I I Internet Service Providers“ (Feb. 2004) 
<www.census.gov>. 

Services.” in Oct. 2002). 
13 C.F.R. 5 121.201. NAlCS code 51x1 I I (changed fromprevious code 514191:’On-Line Information 

US. Census Bureau. 2002 Economic Census. Subject Series: Information. Table 4 .  Receipts Size nf Firms for 

Id. An addifionel 4S firms had aniiuiil rrc.eipls 1)fS25 million or more. 

5511 

the United States: 2002. NAlCS code S I X  I I I (issued November 2005). 
i 5 ,  

< < ~  
- L1.S. Crn\u\ Bure;iu. “?(IO? NAlCS Urliniti<,ns: 5 I Y  I Y O  411 Olher Ii i iorniaioii  Serm.es’. IFeh. 2OOJl 

cwu n .censiis.gov:. 
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size standard for "Cellulai- :ind Oilier Wireless Telecomniunications" sei-vices?' Undei- that SBA small 
business size standard. a businesh i s  small if it has 1.500 01- fewei- employees.'~'' 

2. Cable and O W  Operalors 

Cuble orid Ofhvr Progrurti Disfribrtrion. This category includes cable systems operators, 198. 
closed circuit television services. dii-ect hi-oadcast satellite sei-vices. niultipoini distribution systems. 
satellite master antenna systems. and suhscriplion television services. The SEA has developed small 
business size standard for this census category. uhich includes a11 such companies generating $12.5 
million or less in irevenue annually. 
1.191 firms ill this category that oprrated forthe entire year."' Of this total. 1.087 firms had annual 
ireceipts of under SI0 million. and 43 firms had receipts of $10 million 01- more but less than $25 
million?38 Consequently. the Commission estimates that the majority of providers in this service 
category are small businesses that may be affected by the rules and policies adopted herein. 

5 %  According to Census Bureau data for 2002. there were a total of 

199. Cuble S~srem O]ieruror.$. The Commission has developed its own small business size 
hiandards foi- cable sysieni opei-ators. for pul-poses of rate replation. Under the Commission's rules. a 
"small cable company" is one serving fewer than 400.000 subscribers nationwide."' I n  addiiion. a "small 
system" is a system servine 1 S.000 or fewer  subscriber^?^" 

200. Cuble S?.sIerii Opcmirors (Telemm Acr S~undard). The Communicaiions Act of 1934. as 
amended, also contains a size standard for small cable sysiem operators. which i s  "a cable operator that, 
directly or through an affiliate. serves in the aggregate fewer than 1 percent of all subscribers in the 
United States and is not affiliated with any entity or entities whose gi-oss annual revenues in the aggregate 
exceed $X0.000.000."4' The Commission has determined that thei-e are approximately 67,700.000 
subscribers in the United States."' Therefore. an operator serving fewer than 677.000 subscribers shall 
be deemed a small operator. if its annual revenues. when combined with the total annual revenues of ail 
its affiliates. do not exceed $ 3 0  million in the aggrepte."~' Based on available data. the Commission 
estimates that the number of cable operators serving 677,000 subscribers or fewer. totals 1,450. The 
Commission neither requests nor collects information on whether cable system operators are affiliated 

s34 13C.F.R. 5 121.201,NAlCS code513322 (changed10517212 inOctober2002). 
535 Id. 

5i6 13 C.F.R. $ 121.201. North American Industry Classification System (NAICS) code 513220 (changed to 517510 
in October 2002). 
537 US. Census Bureau. 2002 Economic Census. Subject Series: Information. Table 4. Receipts Size of Firms for the 
United States: 2002, NAlCS code 517510 (issued November 2005). 

Id. An additional 61 firms had annual receipts of $25 million or more. 

47 C.F.R. 5 76.901(e). The Commission determined that this size standard equates approximately to a size 
standard of $100 million or less in annual revenues. Itiiplni~eiirarior~ of Secrioiis ofrhe 1992 Cable Acr: Rare 
Replarion. Sixth Report and Order and Elevenrh Order on Reconsideration. 10 FCC Rcd 7393. 7408 (1995). 

""47 C.F.R. g 76.9011~). 

518 

539 

47 U.S.C. 4 543lm)l?): .wo 17 C.F.K. p 76.90111) 6: nil. I-.?. 

S r c  Puhlic Nolice. FCC .4i i i ioi i , i i .~~.~ A'VIL. Siil1,wr;lwr Co/1i11 l r ~ i  llir, DditiiIi~Jii I ] /  Slll(ill Cul~Ip Opri-oror. DA 
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Bul-eau data for 1997. there were S98 rstahlishments i n  this category that oprl-ntsd fol- the entire yeal-.'" 
Of these. 574 had employment of under 1.000. and an additional 11 establi\hmrnts had employment Of 

I .OOO to 2.499. Consequently. we estimate that the majol-ity of these establishments are small entities that 
m a y  be affected by OUI- action. 

206. Seiiiicoiidimor aiid Related Device Mum~fuc~uring.  These esrablishmeno inanufacrure 
"computer stoi-age devices that allow the s lorqe  and retrieval of data from a phase change. magnetic. 
optical. or mafnetic/optical media.""" The SBA has developed a small business size slandard for this 
catefory of manufactui-in?: that size standard is 500 or fewer employees.'" According to Census Bureau 
data for 1997. there were 1.082 establishments in this category that operated for the entire year.5bb Of 
these. 987 had employment of undei- 500. and S 2  establishments had employment of 500 to 999. 

207. Con7prrrrr S r o r q e  Dei.ire Munufucrrrring. These establishments manufacture "computer 
storage devices that allow the storage and retrieval of data from a phase change: magnetic. optical. 01- 

magnetic/optical media.'"" The SBA has developed a small business size standard for this category of 
manufacturing: that size standard is 1.000 or fewer Accoi-din? 10 Census Bureau data for 
1997. there were 209 estahlishmrnt\ i n  t h i h  cairfory lhat operated for the enlii-r year.'h' Of these. 197 
had employment of under 500. and eight establishments had employment of SO0 to 999. 

D. Description ol' Projected Reporting, Recordkeeping and Other  Compliance 
Requirements 

Should the Commission decide to adopt any funhei- reylations to ensure that all 208. 
providers of telecommunication services meet coiisuinei- protection needs in I-egai-d to CPNI. including le 
security of the privacy of customei- infoi-mation nored in mobile communications devices. Ihe associated 
rules potentially could modify the reporting and recordkeeping requirements of certain 
telecommunications providers. We could. for instance. require that telecommunications providers require 
funher customer password-related security procedures to access CPNl data.s7" We could also require 
telecommunications providers to track customer contact through the use of audit trails or to limit their 
retention of data related to CPNI?" Additionally. we could require additional physical safeguards be 
implemented to protect the transfer of CPNI.s72 Further, we could require telecommunications providers 
andor manufacturers to configure wireless devices so consumers can easily and permanently delete 

US.  Census Bureau, I997 Economic Census. Industry Series: Manufacturing. "Telephone Apparatus 

U.S. Census Bureau. "2002 NAlCS Definitions: 3344 I3 Semiconductor and Related Device Manufacturing'' 

Manufacturing." Table 4. NAlCS code 334210 (issued Sepl. 1999). 

(Feb. 2004) <www.census.gov>. 
5b' 13C.F.R. 8 12l.20I,NA1CScode334413. 

Device Manufacturing ."Table 4. NAICS code 334413 (issued July 1999). 
U.S. Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. "Semiconductor and Related 

U.S. Census Bureau. "2002 NAICS Definitions: 3341 12 Computer Storage Device Manufacturing" (Feb. 2004) 267 

<www.census.gov>. 

568 I3 C.F.R. $ I21.201. NAICS code 334 I 12 

'"') US. Census Bureau. I997 Economic Census. Industry Series: Manulxturin:. "Compuler Slorage Device 
Manufucturing."Tahle 4. NAlCS code 334 I12  (issued July 1999). 

Srr Fui-ther Notice ill para.  68. 

S w  Furlher Notii.e ill parah. 69. I1 
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111;s catr=or)! ihar operaied 1 1 -  the enlire yal-. '"  Of these. 172 had annual receipts of under $5 million. 
and a n  additional nine firms had receipts of between $5 million and $9.999.999. Consequently. we 
estililate that the majorily of thehe firms are small entities that may be  affected by our action. 

4. E y u i p m e n l  M a n u f a c t u r e r s  

Wireless Coniiiiirr?i~.rrriuns Eqiiipiii~mi Munufacrirrer.r. The  SBA has established a small 
business size standard foi- Radio and Television Broadcasting and Wii-eless Communications Equipment 
Manufacturing. Examples of pi-oducts i n  this cate2ory include "transmitting and receiving antennas. 
cable television equipment. G P S  equiptiient. pagei-s. cellular phones. mobile communications equipment. 
and radio and television studio and hi-oadcasting equipment"55s and m a y  include other devices that 
ti-ammil and I-eceive P -enab led  \el-vices. such a s  personal digital assistants (PDAs) .  Under the SBA size 
standard. firms ai-e considered sinal1 if they have 750  or fewer employees?'" According to Census 
Bureau data for 1997. thei-e were 1.215 i n  this caregoiy that operared fo r  the entire 
year." Of those. thei-e were I . I  SO that had employmen! of under 500. and an additional 37 that had 
employment of SO0 to 999. The percentage of wii-eless equipment manufacturers in this  category was 
appro xi in at el!^ 61 3 5  . so we estiinatr t l iat the nuiiihei- of uireless equipmen1 manufacturers u'ith 
employment of undei- SO0 u'as actually closer to 706. with and additional 23 establishments having 
employment of between 500 and 999. Consequently. we estimate that the ma.iority o f  wireless 
c ~ m n ~ u n i c n ~ i o n ~  equipmenl m;inufactui-ers are small emicie, thai may be affected by our action. 

204. 

i'i' 

205. Telephorie Appu'ar-uius Manufacturing. This category "comprises establishments primarily 
engaged primarily in manufacturing wire telephone and data communications equipment."5bo Examples 
of pertinent products are "central office switching equipment. coi-dless telephones (except cellular). PBX 
equipment. telephones. telephone answering machines. and data communications equipment. such as 
hi-idges. I-outers. and galeways. 
category of manufacturing: that size standard is 1.000 or fewer employees.'" According to Census 

..ibl The  SBA has developed a s m a l l  business size standard for this 

'" US. Census Bureau. 1997 Economic Census. Subject Series: Information. "Establishment and Firm Size 
(Including Legal Form of Organization)." Table 4. NAlCS code 5 14199 (issued Oct. 2ooO). This category was 
created for the 2002 Economic Census by taking a ponion ol ihr  superseded 1997 category. "All Other Information 
Services." NAlCS code 514199. The data cited in the text above are derived from the superseded category. 

5s5 Office of Management and Budget. North American Industry Classification System 308-09 (1997) (NAICS code 
334220). 

ss6 13 C.F.R. 5 121.201. NAlCS code 334220. 

s57 The number of "establishments" is a less helpful indicator of small business prevalence in this context than would 
be the number of "firms" or "companies." because the latter take into account the concept of common ownership or 
control. Any single physical location for an entity is an establishment. even though that location may be owned by a 
different establishment. Thus. the numbers given may reflect inflated numbers of businesses in this category, 
including the numbers of small businesses. In this category. the Census breaks-out data for firms or companies only 
to give the total number of such entities for 1997. which were I m 9 .  

U.S. Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. "Industry Statistics by 

Id. Tahle 5 .  

Office 171 Mana!plent and Budget. North Ainel-ii.an Indu\tl-! Ch~i t ' ica t i i i r  System . 3 I X  I 1997) lNAlCS code 

558 

Eniployment Size." Table 4. NAICS code 334220 lissued Aug. 1999). 
5 5 ' )  

VlIi - -  1.742 101. 

I d  
<,,I 

.~ 
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STATEMENT OF 
CHAIRMAN KEVIN ,I. MARTIN 

Re: hriyl~,riiciiruiiori r f l l i r  7~~1~~~~ori ir i irr~i ic~uriori .s  Arr if1496: ~~.lerori ir i irrr l i~~urioris  Currimc ' U.w of 

Cusioriic~l- Propiefar:\. Nr1M.ol-k lr~forrnarion and Ofher Cirsrnmer lnfol-riia~i~~r~: IP-Enabled Scrt?ict%. 
Report and Order and Further Notice of Proposed Rulemaking. CC Docket No. 96-1 IS and WC Docket 
No. 04-36 

The unauthorized disclosure of consumers' pi-ivate calling records is R significant privacy 
inwsion. Today. the Commission significantly sti-ensthens the Commission's existing safeguards and 
takes a strong spproach 10 pi-otecting consuniei- privacy. 

The Commission has taken numerous steps to combat these alarming bi-eaches of the privacy of 
consumel-s' telephone records. We investigated so-called "data bi-okers" to detei-mine how they are 
obtaining this information. and levied foi-feitures against companies that failed to 1-espond lo our 
subpoenas and requests for information. We also investipted telecommunications carriers to determine 
wliethei- they had iniplrmrnled sppi-opi-iate safeguai-dh. and issued Notices of Apparent Liability against 
can-iers that failed to comply with the Commission's rules. 

The Order we adopt prohibits carriers from releasing ovei- the phone sensitive personal data. call 
detail records. unless the customer provides a password. requires providers to notify customers 
immediately when changes are made to a customer's account and requires providers to notify their 
customel-s in the event of a hi-each of confidentiality. Sel-vice pl-oviders also must annually certify their 
compliance with these ireplations. inform the Commission of any actions they have taken against data 
brokers. and provide a summary of the complaints they receive regarding the unauthorized release of 
CPNI. Today's action also ensures that law' enforcement will have necessary tools to investigate and 
enforce illegal access to customer records. 

While we work to create an environment in which market forces can thrive, the Commission must 
also act to protect consumers. With its strong approach to safeguarding consumer privacy, this item does 
just that. In particular. this item requires e-xpress consumer consent before a carrier may disclose a 
customer's phone records to joint venture partners or independent contractors for the purposes of 
marketing communications services. The former "opt-out" approach to customer consent, whereby a 
carrier may disclose a customer's phone records provided that a customer does not expressly withhold 
consent to such use, shifted too much of the burden toconsumers, and has resulted in a much broader 
dissemination of consumer phone records. The "opt-in" approach adopted in this Order clearly is 
supported by the record, is consistent with applicable law, and directly advances our interest in protecting 
customer privacy. 

Compliance with our consumer protection regulations is not optional for any telephone service 
provider. We need to take whatever actions are necessary to enforce these requirements to secure the 
privacy of personal and confidential information of American customers. 
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personal information lrom mobile coiiiniuiiicalions devices.”’ These proposals !nay impose additional 
I-eporiinz and I-ecordkeeping I-equirements on entities. Also. we seek comment on whether any of these 
proposals places burdens on small entities.”‘ Entities. especially small businesses. we encoul-aged to 
quantify ihe cosis and benefits 01- any repoi-ling requirement that may be established i n  this proceedin?. 

E. Steps Taken to Minimize Significant Economic Impact on Small Entities. and 
Significanl Alternatives Considered 

The RFA irequires an nyency to describe any sipificant alternatives that i t  has considered 209. 
in reaching its proposed approach. which may include (among others) the following four alternatives: 
( 1  ) the establishmmi of differin2 compliance or repoiling i-equirements 01- timeiables illat take into 
account the resources available to sinall entities: ( 2 )  the clarification. consolidation. or simplification of 
compliance or irepoiling requirements under the rule for small entities: (3)  the use of performance. rather 
than design. standards: and (4 )  an exemption from coverage of the rule. 01- any pan thereof. for small 
en1ities.5~~ 

, 

210 Thr Cominission’~ pi-inial-? ohjective is to hecul-e the pi-ivacy of customer information 
collected by telecommunications carriers and stored in mobile communications devices. We seek 
comment on the hurdens. including those placed on small carriers. associated with related Commission 
rules and whether the Commission should adopt different requiremenis foi- small businesses5” 

F. 

21 1. None. 

Federal Rules that Mag Duplicate, Overlap, or Conflict w’ith the Proposed Rules 

s73 See Further Notice at para. 72. 

’14 See Further Notice at paras. 68-72. 

5 U.S.C. 5 603(c). 
See Further Notice at paras. 68-72. 51b 
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SIATEh4ENI OF 
COhlhllSSlONER MICHAEL J. COPPS 

APPROVING I N  PART. DISSENTING IN PART 

Re: hiil,lrriiPnrariori of  he Telec~oiiifiirrriicofi~~fis Acr of 1996: Teleconimrrnirarions Curriers ' Use of 
Cirsforner Proprielary Network lnforriimion ond Orher Cosronrer Inforinurion: IP-Enahled Services; 
Report and Order and Further Notice of Pi-oposed Rulemaking. CC Docket No. 96-1 15 and WC Docket 
No. 04-36 

Few irights are as fundamental as the right to pi-ivacy in our daily lives. but this cherished right 
seems under almost constant attack. As irecent abuses by unscrupulous data hi-okei-s and others illubtrate, 
the Commission's existing c ~ ~ t o i n e i -  proprietai-y network information (CPNI) irules have not adequately 
protecled individual privacy. Recognizing the seriousness of the rhreat. Congress recently made 
pretexting a federal crime. Now i t  is time for the Commission to step up to the plate and update its rules 
to protect consumers fi-om the dangers that ponend when personal information is turned over to telephone 
carriers. 

Today we take action to protect the pi-ivacy of American consumers by imposing additional 
safeguards on how telephone carriers handle the vas1 amount of customers' personal information that they 
collect and hold. We requii-e passwoi-ds before call detail information is released over the phone. We 
irequire carriers to provide notice to customers when changes occur to their accounts. Very importantly. 
we require carriers IO obtain prior consent from theii- customers before providing personal information to 
their joint venture panners and independent conti-actors. My personal preference iremains that a 
customei-'s private informrltion should nevei- be shared by a carrier with any entity foi- markeling purposes 
without a customer opting-in to the use of his or her personal information. But today's order strikes an 
acceptable balance - a balance that will give consumers more confidence that their personal data will not 
be shared with certain third palties with \\<horn the carriers have attenuated oversight. In 2002 I disagieed 
with the Comniission's decision not to implement opt-in requirements for the use of consumers' personal 
information. In light of recent and well-documented abuses of consumel- privacy. this recalibration of our 
rules is the least that we should do, and I very much appreciate the Chairman's willingness to take these 
imponant steps. 

There is one aspect of this order, however, from which I must respectfully dissent. The 
Commission adopts a process by which customers could be left totally uninformed of unauthorized access 
to their CPNl for 14 days after a carrier reasonably determines there has been a records breach. Worse, 
the FBI and the U.S. Secret Service would have the ability to keep victims of these unauthorized 
disclosures in the dark even longer, perhaps indefinitely. As some have described it, i t  is akin to not 
telling victims of a burglary that their home has been broken into because law enforcement needs lo 
continue dusting for fingerprints. 

While I have always recognized the legitimate interests of law enforcement to be notified when 
there has been unauthorized access to a customer's CPNI, I also believe that consumers need to know 
when their private information has been accessed. There may be circumstances in which a delayed 
notification regime would be reasonable. for example. when an investigation of a large-scale breach of a 
database might be compromised because mass notification via the media is required. The Commission, 
however. adopts a rule that. in my opinion. is needlessly overbroad. It fails to distinguish those exigent 
cii-cumstances in which delayed notification is necessary from what 1 believe to be the majority of cases 
i n  u8Iiic.h immediate notification to a victim is nppi-opriate. I continue to believe that notification to the 
\$ictirn of unauthoi-ized accesh to theii- personnl inforn~ation will often actu:~lly aid Iau ~nlorcement 
hzcause the \'iolatoi- is ft-equently someone well known lo the victim 11  :III un:iiithoriz?d individual h;is 
rained ;~ccess to prrsonal lelrphoiie rrcords i n v ~ o l v i n ~  \ ictims of stalkins o r  yioiisal ~i(oIence.  i t  w m ~ t  he 
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STATEMENT OF 
COhIhllSSIONER JONATHAN S. ADELSTEIN 
APPROVlNG 1N PART, DISSENTING 1N PART 

Re: liii~~lciii(,iira~i[)ii of ilie Telrc.oiiiiiiiciiic.ulioris Acr of1 996: Telecoliimuiiicaliorls Carriers' h e  Of 

Cusronier Proprietar:\. Nmvork lrforiiiar ion aiid Oilier Cusioriivr Iiiforiiiariori: IP-Enabled Ser\icts, 
Report and Order and Further Notice of Proposed Rulemaking. CC Docket No. 96- 1 1  S and WC Docket 
No. 04-36 

Thi-ough this proceeding. we addi-ess an issue of immediate personal importance to Amei-ican 
consunlei-s. llie pl-olection of scnsilive information that telephone companies collect ahout their customers. 
This information can include some of the most private personal information ahout an individual. and 
failure to safeguard it can result in highly invasive intrusions into both the pel-sonal and pi-ofessional lives 
of consumers. When someone gets hold of who you are calling. and for how long. it is like letting 
stranfers pick you]- brain about your fi-iends. plans or business dealings. So. 1 am pleased to suppon 
much of this Order. which takes meaningful steps to shut off the informalion drain thal has left so many 
customers exasperated. 

Congess irecognized ihe censitivil>i of this information in the Telecommunications Act of 1996 
when i t  pi-ohihited phone companies fi-om using or disclosing customer pi-opi-ietary network information 
without the customer's appi-oval. I t  chai-ged the Commission with enforcing this  privacy pi-otection and 
the Commission previously adopted a set of rules designed to ensure that telephone companies have 
effective safeguards in place. 

Today's action comes in I-esponse to the chorus of evidence detailing the need fol-greater privacy 
measures. Indeed. this proceedinp flows from a petition filed by a watchful public interest group. the 
Electronic F'rivacy Information Centei- (EPIC). which alened the FCC during the summer of ZOOS to the 
ti-oubling lrend of telephone call records heing made available on the Internet without customers' 
knowledge or consent. As EPIC then made clear to the Commission and as the 1-ecord to this proceeding 
has borne out. disclosure of these records is far more than a mere annoyance: indeed, i t  can lead to tragic 
consequences. 

So, our effolts here to strengthen our rules are critical and time sensitive. This Order takes 
several important steps tighten our rules and provide greater security for sensitive consumer records. 
Requiring more rigorous customer authentication, giving customers notice of account changes, and 
applying a more consumer-friendly approach to sharing of customer data should all serve to improve 
customers control over their private data. As documented by EPIC, the sheer volume of customer 
information illegally available for public consumption made clear just how porous the existing firewalls 
and safeguards have been. At the same time, the Commission strikes a balanced approach in this Order, 
giving consumers greater ability to control their own information while also giving companies a degree of 
flexibility in how they implement safeguards. In this regard, I would like to thank Chairman Manin and 
the Wireline Competition Bureau for their attention to this item. Their extra work to fine tone the rules 
we adopt here will surely improve their functioning for consumers and providers alike. 

Although much of this Order does exactly what Congress contemplated - putting the customer in 
control - there is one critical aspect where this Order falls shon. Despite the Order's conclusion that 
cusiomei-s should hwe  notice of unauthorized disclosure of customer information. this 01-der set up a 
process which can result in the unnecessary and even indefinile delay of consumer notification without 
any accountnhility. Under these i-uleh. llie Commission gives the Federal Bureau of Itiveslipation n 
potentially open-ended ability IO delay customer notilication ol'secui-icy 1hre:Iches. While 1 rhpecl 1h:Il the 
FBI wi l l  \ w r k  as  quickly :is pouihlr in identify :in! iii\estifali\,e issues. 1 lind no sta1uto1-y hasis i n  the 
Act l i v  Sinntiii: llir FBI ii hl:inh chrch IO  del:i! iiolice IO cusloii1ci->. I ciin iindei-sl:ind Ihe need 101- del:r! 
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Ihe carrier or lhr law enlorcrmcnl ap?ncy - but the victinih - who ai-e i n  the best position to know when 
and how harm may he headin? t o w r d  them. 

Given the scope of the procedures adopied here - procedures which pre-empt state consumer 
privacy protections to the exlent that they irequire immediate notification to consumers when their privacy 
has been violated - the delayed notification proposal would have benefited from greater scrutiny and 
analysis; particularly with respect to law enforcement's apparent unfettered ability to extend the period of 
noli-notification. This seem\ ehpecially imponant +en the recent and ti-oublins repon by the Justice 
Depanmei1t.s own Inspector General i-aihing serious questions as to whether the FBI properly followed 
the law in obtainins access to the telephone I-ecords of thousands of consumers. Our approach here 
requires more balance than the instant item pi-ovides. 

Finally. while we make positive strides today. 1 look forward to lakinlg prompt action on the 
proposals in ihe Funhei- Notice iregal-ding additional passwords. audit trails and data retention limits. 
When the stakes for misuse of OUI- personal information are so high. the Commission must continue to be 
extraordinarily vigilant lo ensure that the privacy of consumers is protected. 
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STATEMENT OF 
COMMISSIONER DEBORAH TAYLOR TATE 

Re: lr~~~~li~r~~rr~ruriori  qf rhe T~~li~~'r~riirlirir1ic.urio11.s Acr qf 1996: ~ ~ ~ r ~ ~ i i l ~ l l f r ~ l ~ ~ ~ ~ ~ f ~ f J f l S  Curriers ' Use of 
Cirsroriier. Propricrarv Nerwork Ir!for7iiarioii arid 01 her Cirsroriier Irfoniiariori: 1P-Enabled Seriices, 
Repon and Order and Further Notice of Proposed Rulemakins. CC Docket No. 96-1 15 and WC Docket 
No. 04-36 

I have said lime and a y i n  dial Ihe hrokei-age of pel-sonal infoi-malion - whether i l  be personal 
idenlity. financial recoi-ds. 01- a lis1 of phone calls - is inlolei-able. "Prelexting" is nothing more lhan 
waling: rohhing consumers in n vai-iety of slick ways of their most pel-sonal infonnation. Indeed the law 
places a duty on telecoinniuiiic3tioils pi-oviders 10 protect Ibis infoi-malion and today. we take important 
sleps 10 better secure private customer telephone recoi-ds. 

colleagues that the widespi-ead actions of pi-ecexters to obtain this lype  of personal customer information 
TI-om carriers. required this aclion on oui- pan. 

While I senerally prefei- market-based solutions 10 govemmenl intervention. I agree with my 

1 fully suppori stricl requirements governins treatment of this sensitive data. However, I hope 
ihai the hi-oad scope of oui- actions will not impact the ahilily of hoth companies and consumers to henefil 
from marketing information which may lead lo lower pi-ices or competitive bundled packages. An 
appi-oach limiting the very strict "opt-in" obligations only 10 call detail recoi-ds may have cured the 
problem at hand in a less burdensome manner. 

In the end. however. cuslomer privacy musl take precedence. I am pleased that the rules we 
adopt today will go a long w'ay lowai-ds closing off the avenues thal information snatchers have 
repeatedly used IO violate the privacy of consumer phone records. 
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iii exti-aordinary cii-cunisiance\ identified by law enlhrcement. but autoni3lic delays coupled with 
unlimiled and unchecked extensions ai-e not appropriate. Panicularly given that limely notice to 
consumel-s !-.,y be essential for those customers to take protective action. 1 must dissent from this poni; I 
of the Ordei 

Finally, even as we n.ork here io improve our rules and as Congress considers addiiional 
safeguards. i' ' must also re-double our effons to address abuses of this private information, Swift 
enforcement .tction against companies that air  violatinp OUI- rules will be essential if wde are to live up to 
our duty under the Act to proiect custoiners' sensitive and private information. 
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STATEMENT OF 
COI\4I\IISSIONER ROBERT M. hkDO\YELL 

Re: l i i i~~ / i~r i i~~ i i lu l i o i i  oflhe T~,/c,c .oi i ir i i ir i i i ( .ul;~ii .s  Acr of 1996: Telc~c.oniiiitrrii~~urioii.s Cui-riers ' U,vr of 
Cirsioriier Proprierar:v Nerim-k ~i?f0~IilUlioil arid OIhPr Ciisroiner Inforinariori: IP-Eltubled Srrvices. 
Report and Order and Funhei- Notice of Pi-oposed Rulemaking. CC Docket No. 96-1 15 and WC Docket 
No. 04-36 

Pi-elextin? has become the bifpest threat to consumer security in the Information Ape. Today's 
action funher enhances the Commission's ability to protect consumers from these advanced fraudulent 
pi-actices by sti-enlgthening OUI- ehistinlg rules. Amonlg the new requirements imposrd on carriers. the 
decision prohibits carriers firom ireleasing call detail infoi-malion during customer-initialed telephone calls 
except when the customer pi-ovides a password. I t  also precludes carriers fi-om disclosing CPNI to 
independent contractors and joint venture pailners without the cusiomer's specific consent. and requires 
carriers to notify customers of all account changes and unauthorized disclosures of CPNI. 

We must take all nrces\:iry strps t o  protect unauthorized disclosui-r of this sensitive data. keeping 
in mind that pretexters are constantly tryinp new techniques to defraud consumers. In view of the 
pretextera' malevolent intent. the Commission will vipilantly pressure carriel-s I O  lake precautions to stay 
ahead of the pretexters. However. OUI- rules should strike a careful balance and should also guard against 
imposing over-reaching and unnecessary requirements that could cause unjustified burdens and costs on 
carriers. In the spirit of finding that balance; the FurrherNoricc seeks comment on possible additional 
proteciiona against. unauthoi-ized disclosure of CPNI. 1 look forward to I-e\,iewinlg the coinmenls on those 
proposals. 


